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2. Document purpose 
 

The purpose of this document is to inform AC Camerfirma customers who are going to request a 
secure server certificate of the technical requirements for making such a request and the posterior 
installation of the certificate obtained on a Windows 2008 Server system with IIS. 

 

3. Request 

 
The first step is to access the Internet Information Server administration: click on the start 

button, select Administrative Tools and then Internet Information Services Manager. When the 

corresponding window opens, click on the name of your server. In the central menu, click on the 

Server Certificates icon (within the Security group, at the bottom of the list): 
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Subsequently, on the right-hand side of the screen (Actions) select the option "Create 

certificate request", after which the certificate request wizard will be launched. 

 

 
 
 

In the "Distinctive Name Properties" it is necessary to complete the following fields: 
 
- Common name: the name of the domain for which we are going to request the secure server certificate. 
For example: www.mi-dominio.com or billing.my-domain.com. If you will need more than one subdomain 
you may want to consider requesting a multi-domain certificate, for example: *.my-domain.com 

 
- Organisation: The name of your company or organisation 

 
- Organisational unit: Your department, City, Province and Country.
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In the Cryptographic Service Provider section, leave the default fields. You must select a key length 

greater than or equal to 2048 bits.
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On the next screen specify the location where the application will be stored. 
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Once the wizard is completed, we edit the request file, and copy the content to the field of the server 
certificate request form (www.camerfirma.com) called CSR (Certificate Signing Request) and together 
with the other data, we send the request. 

 
The request will have this format. We must "paste" it (with the headers) into the form. 

 
 

-----BEGIN NEW CERTIFICATE REQUEST----- 
MIIDVjCCAr8CAQAwezEhMB8GA1UEAxMYbW9ydGFkZWxvLmNhbWVyZmlybWEuY29t 
MREwDwYDVQQLEwhTaXN0ZW1hczEWMBQGA1UEChMNQUMgQ2FtZXJmaXJtYTEOMAwG 
A1UEBxMFQXZpbGExDjAMBgNVBAgTBUF2aWxhMQswCQYDVQQGEwJFUzCBnzANBgkq 
hkiG9w0BAQEFAAOBjQAwgYkCgYEAtB1yMlqIrXKpaLJYZKjCodIhsGjNKhgnzl3e 
SfNEaDncfA6jY5s9X6WTPECUidfSYaU6e6AroGlEiCYX1TOLitgobm6xvlg+vKgQ 
wksv/VvV4RiJWAhYuLh3zmm5L1Yz2dZpropqVDazOSI5zgVItfIHV/IrbhajuwPD 
vWvuGrECAwEAAaCCAZkwGgYKKwYBBAGCNw0CAzEMFgo1LjAuMjE5NS4yMHsGCisG 
AQQBgjcCAQ4xbTBrMA4GA1UdDwEB/wQEAwIE8DBEBgkqhkiG9w0BCQ8ENzA1MA4G 
CCqGSIb3DQMCAgIAgDAOBggqhkiG9w0DBAICAIAwBwYFKw4DAgcwCgYIKoZIhvcN 
AwcwEwYDVR0lBAwwCgYIKwYBBQUHAwEwgf0GCisGAQQBgjcNAgIxge4wgesCAQEe 
WgBNAGkAYwByAG8AcwBvAGYAdAAgAFIAUwBBACAAUwBDAGgAYQBuAG4AZQBsACAA 
QwByAHkAcAB0AG8AZwByAGEAcABoAGkAYwAgAFAAcgBvAHYAaQBkAGUAcgOBiQBQ 
v1G2vDWc9vlizq2Tw35H8AE38oQL76HgPwyKwxqBwK97TtcRyWC8sYKZCsB3E1z+ 
BwLme8NShpyIuUjh0gBxmH97DiOE2ozuYUR4YI3TpPHZSGBm1ZdcioZomKFZrkpy 
JC8jAX02G3DdyKLXJBBHwz6Kx4bGBz5KrnpMc8rxHAAAAAAAAAAAMA0GCSqGSIb3 
DQEBBQUAA4GBAHNEwgk1YVf9SIZrntUFVDYYsMs/95iYPo5ApIdP+F6RGUJXdkMC 
Hg2SpvBAQK25ysPlbrAmVnMhYmEkYPf0D0t6g3SPfcU//+yIrYuYnTkuprCj7D12 
sXKeoUc2XcW8qj/kwbymRdqLXSi5uraavUDrPQb5T6VU0ry1nXm64ZYW ----- END NEW 
CERTIFICATE REQUEST----- 
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4. Installation 

 
 

Once Camerfirma has sent you your certificate, go back to the Internet Information Server 

administration: click on the start button, select Administrative Tools and then Internet Information 

Services Manager. When the corresponding window opens, click on the name of your server. 

In the central menu, click on the Server Certificates icon (in the Security group, at the 

bottom of the list): 

 

 
 

Afterwards, on the right side of the screen (Actions) select the option "Complete certificate request", after 

which a wizard will be executed to complete the certificate request.
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In the wizard, it is necessary to indicate the location of the certificate sent to you by AC 

Camerfirma, as well as a descriptive name of the certificate. This name is only used to facilitate 

the administration of server certificates. 

 
 

 
 

 
By clicking OK the certificate will be installed on the server.
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5. Basic settings 

 
 

Once installed, you must assign the certificate to the correct website. Select in the left 

area of the screen (Connections) the name of the server for which the certificate has been 

requested. Expand the "Sites" branch and select the site on which we are going to use the 

previously installed server certificate. On the right hand side (Actions), select "Connections". 
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In the next window, select the option add  new connection. 
 

 
 

In the Type: option, select the HTTPS protocol. The standard port for secure connections 

is 443. In the SSL certificate field you must select the certificate to use. Select the name you 

assigned in the last step of the installation. 

 
 
 

By clicking accept, your site is ready for secure connections. 
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6. Checking the installation 

 

Once the SSL certificate installed, we must check if it is working properly. For this we can 

use several checkers. For example, if we take the SSL Checker: https://www.sslshopper.com/ssl-

checker.html, enter the url associated to the certificate and click on Check SSL, if it is correctly 

installed it must show the complete chain, as shown in the image. 

 

 

:%20https:/www.sslshopper.com/ssl-checker.html
:%20https:/www.sslshopper.com/ssl-checker.html
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If it is not properly installed, it would be displayed like this: 

 
 

 
 

In this case the chain is broken because the trust chain has not been correctly installed. This could be 

installed directly from the Camerfirma website: https://www.camerfirma.com/servicios/respondedor-

ocsp/ 

You should access www.camerfirma.com Cloud Services - OCSP Responder. Download and execute 

the 2008 Chambers of Commerce Root - 2008 and Camerfirma Corporate Server II - 2015 keys, as 

indicated below, to solve the lack of trust.
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NOTE: In the case that the certificate to be installed is a SEDE certificate, and there is an 

error when checking the installation, in addition to the CA Chambers of Commerce Root - 2008, 

the SubCA AC Camerfirma AAPP II - 2014 should also be installed. 

 


